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Personnel’s Privacy Policy
Yuanta Securities (Thailand) Company Limited

Yuanta Securities (Thailand) Company Limited (collectively referred to as “Yuanta”, “we”,
“us” and “our”) processes personal data of employees (including permanent employees and
contractual employees), probationary employees, employees’ family members, persons related
to employees, analysts, directors, executives, authorized signatories, shareholders, applicants,
applicants’ family members, applicants’ emergency contacts, applicants’ referees and interns
(collectively referred to as “Personnel”, “you” and “your”) with the reasonable measures to act
in compliance with the Thailand’s Personal Data Protection Act B.E. 2562 (“PDPA”). You may find
the full version of Yuanta Personnel’s Privacy Policy (“Privacy Policy”) and read the summary of
the Privacy Policy as provided below.

Topic Overview
What data do we We process collected personal data including, but not limited to,
process? identity data, address/contact data, profile data, family data,

employment data, financial/investment data, transaction data,
legal data, supporting documents, health data, biometric data,
criminal record data, racial origin and religious beliefs.

How do we use those We process personal data according to the purposes and scope

data? of Yuanta, and with the legal bases as explained in our Privacy
Policy.

Who do we transfer In some circumstances, we may be required to disclose and/or

information to? transfer your personal data to third-party organizations, which

are clarified in our vendors/partners list.
What are your rightsas  As a data subject, you are entitled to the data subject rights

a data subject? which include, but not limited to, the right of access, the right to
rectification and the right to erasure.
Revision of the policy Any revision made will be notified to all related parties under this

Privacy Policy.

PERSONNEL'S PRIVACY POLICY 1
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Privacy Policy

PURPOSES AND SCOPE OF THE PRIVACY POLICY

PERSONAL DATA WE COLLECT

HOW WE COLLECT YOUR PERSONAL DATA

HOW WE PROCESS YOUR PERSONAL DATA

USAGE OF PERSONAL DATA WITH THIRD-PARTY ORGANIZATIONS
TRANSFERRING OF PERSONAL DATA TO FOREIGN COUNTRIES
SECURITY MEASURES FOR PERSONAL DATA PROTECTION

TIME PERIOD OF PERSONAL DATA STORAGE

. PERSONNEL’S PERSONAL DATA RIGHTS

10. POLICY REVISION

CENOUVEWNR

PERSONNEL'S PRIVACY POLICY

ounnbhbwWW

10
10
11
11
12



4% yyanta
VAY Securities

1. Purposes and Scope of the Privacy Policy

This Privacy Policy applies to all Personnel of Yuanta. In this regard, Yuanta mainly acts as the data
controller under the PDPA. Therefore, we are committed to collecting and processing your personal data
in accordance with the purposes and scope in this Privacy Policy.

Data Controller Contact Information Data Protection Officer (DPO)
Yuanta Securities (Thailand) Company Limited Contact Information

127 Gaysorn Tower 14"-16" Floor, Ratchadamri Road, | Email: dpo@yuanta.co.th
Lumpini, Pathumwan, Bangkok, 10330, Thailand

Tel: 0-2009-8000

E-mail: online@yuanta.co.th

This Privacy Policy covers data subjects who are our Personnel, including employees (including
permanent employees and contractual employees), probationary employees, employees’ family
members, persons related to employees, analysts, directors, executives, authorized signatories,
shareholders, applicants, applicants’ family members, applicants’ emergency contacts, applicants’
referees and interns.

As used in this Privacy Policy, the following terms shall have the meanings set forth below:

“process” means anything done with Personnel’s personal data, including collection, storage, use,
disclosure and deletion of personal data.

“legal bases” means justifiable reasons to process personal data in accordance with Article 24 and
Article 26 of the PDPA.

If you provide us with personal data of third parties, such as family members, emergency contacts
or referees, you are requested to inform them of the details set out in this Privacy Policy. In certain cases,
we may be required to obtain their consent in order to process their personal data.

This Privacy Policy may be revised at any given time as notified to Personnel through appropriate
channels.

2. Personal Data We Collect

We collect the following categories of your personal data;

e identity data including, but not limited to, title, full name, identification number, tax
identification number, signature and photo;

e address/contact data including, but not limited to, office phone number, mobile number,
workplace, address and email address;

e profile data including, but not limited to, age, gender, date of birth, nationality, military status
and educational background;

e family data including, but not limited to, marital status and relationship details;

o employment data including, but not limited to, employee ID, position, department and
occupation;

e financial/investment data including, but not limited to, account number, amount of
shareholding and yield ratio;

e transaction data including, but not limited to, account balance, sales fee and documents
issued date;

e legal data including, but not limited to, consent to disclosure of information; and

PERSONNEL'S PRIVACY POLICY 3
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supporting documents including, but not limited to, power of attorney, copy of ID card, copy
of house registration and company affidavit.

In addition, we may process the following certain types of sensitive personal data;

health data including blood type, health record, disability, medical receipt and medical
certificate;

biometric data including fingerprint;

criminal record data;

racial origin; and

religious beliefs.

3. How We Collect Your Personal Data

In general, Yuanta will directly collect Personnel’s personal data through these processes or
channels including, but not limited to;

communication with Personnel/ form filling/ signing in person and exchange of business
cards;

receiving or copying documents;

receiving via email;

accessing through applications, software, or web applications;

receiving information from the company website;

recording messages or phone conversations; and

receiving through image or video recording devices.

However, we may collect additional personal data through third-party organizations which

include;
[ )

affiliates including, but not limited to, Yuanta Securities Taipei and Yuanta Securities Asia
Financial Service Private Limited;

clients;

public sources;

regulators including, but not limited to, the Bank of Thailand, the Anti-Money Laundering
Office, the Securities and Exchange Commission (SEC), the Stock Exchange of Thailand (SET)
and the Office of the National Anti-Corruption Commission (ONACC);

government agencies including, but not limited to, the Revenue Department, the Royal Thai
Police and the Department of Special Investigation;

associations including, but not limited to, the Thai Bond Market Association (ThaiBMA);
recruitment websites including, but not limited to, JobsDB;

applicants who have provided information of family members, emergency contact persons
and referral persons;

banks including, but not limited to, the Government Housing Bank; and

the court.

PERSONNEL'S PRIVACY POLICY 4
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4. How We Process Your Personal Data
We process your personal data to carry out tasks various operations according to Yuanta's
purposes, which can be categorized into the following activity groups:

Group of Activities

Providing Documents and
Reports to Client

Media Interview

Contacting Client

Group of Plls

Identity Data
Employment Data
Transaction Data
Identity Data
Address/Contact Data
Employment Data
Identity Data

Legal Bases

Legal Obligation
Contract

Legitimate Interest

Legal Obligation

e Address/Contact Data e Contract
e Employment Data
Conducting Marketing Activities e |dentity Data e Contract

for Client

Filing Disclosure Form

Entering into Agreements with
Employee/External Party

Coordination and/or Submission
of Documents and Reports to
Regulator

Opening/Closing Bank Account
for Client

Amendment of Client’s Data

Data/Network Access
Management

PERSONNEL'S PRIVACY POLICY

Employment Data
Identity Data
Supporting Documents
Identity Data
Address/Contact Data
Profile Data
Employment Data

Financial/Investment
Data

Supporting Documents
Identity Data
Address/Contact Data
Employment Data
Transaction Data
Supporting Documents
Identity Data
Address/Contact Data
Employment Data
Financial/Investment
Data

Identity Data
Address/Contact Data
Profile Data
Employment Data
Transaction Data
Identity Data
Address/Contact Data

Legitimate Interest
Legal Obligation

Legal Obligation
Contract

Legal Obligation
Legitimate Interest

Contract

Legal Obligation
Contract

Legal Obligation
Contract

()]
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Group of Activities

Sharing Data within Organization

Loan and Service Fees Payment

Accounting Procedures

Employee Training and
Development

YAA Application

Preparation of Memorandum of
Fee Allocation

Trouble Shooting and Client
Support

Internal Auditing and Providing
Recommendations to Business
Functions

PERSONNEL'S PRIVACY POLICY

Group of Plls

Employment Data
Identity Data
Address/Contact Data
Employment Data
Identity Data
Address/Contact Data

Financial/Investment
Data

Transaction Data
Supporting Documents
Identity Data
Address/Contact Data
Employment Data

Financial/Investment
Data

Transaction Data
Identity Data
Address/Contact Data
Profile Data
Employment Data
Identity Data
Address/Contact Data
Employment Data
Identity Data

Financial/Investment
Data

Identity Data
Address/Contact Data
Profile Data
Employment Data

Financial/Investment
Data

Transaction Data
Supporting Documents
Identity Data
Address/Contact Data
Profile Data

Family Data
Employment Data
Transaction Data

Legal Bases

Contract

Contract

Legal Obligation
Legitimate Interest

Legal Obligation
Contract
Legitimate Interest

Contract

Contract

Legal Obligation
Contract

Legal Obligation
Contract
Legitimate Interest
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Group of Activities

Organizational Risk Management

Recruitment

Employee Management

Employee License Renewal

Payroll and Welfare Arrangement

Coordination and/or Submission
of Data to External Agencies

PERSONNEL'S PRIVACY POLICY

Group of Plls

Financial/Investment

Data

Supporting Documents

Identity Data °
[}

Identity Data .

Address/Contact Data °

Profile Data o

Family Data

Employment Data
Financial/Investment
Data

Health Data

Criminal Record Data
Racial Origin
Religious Beliefs
Identity Data

Address/Contact Data °
Profile Data °
Family Data

Employment Data

Financial/Investment
Data

Supporting Documents

Racial Origin

Religious Beliefs

Identity Data o
Profile Data

Employment Data
Transaction Data

Identity Data °
Address/Contact Data o
Profile Data °

Employment Data

Financial/Investment
Data

Health Data

Identity Data o
Address/Contact Data
Profile Data
Employment Data

Legal Bases

Legal Obligation
Legitimate Interest
Contract
Legitimate Interest
Consent

Legal Obligation
Contract
Legitimate Interest

Legal Obligation

Contract
Legitimate Interest
Consent

Legal Obligation
Legitimate Interest
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Group of Activities Group of Plls Legal Bases
e Financial/Investment
Data
e Transaction Data
e |egal Data
e Supporting Documents
Tax Procedure e |dentity Data e Legal Obligation
e Financial/Investment
Data
Employee Evaluation e |dentity Data e Contract

e Address/Contact Data
Employment Data
Transaction Data

Leave and Attendance e Identity Data e Legal Obligation
Management e Employment Data e Contract

e Health Data e Consent

e Biometric Data
Contact and Public Relations | e Address/Contact Data e Legitimate Interest
within Organization
Employee Performance e Identity Data e Legal Obligation
Monitoring e Address/Contact Data e Contract

e Profile Data

e Employment Data

e Financial/Investment

Data

e Supporting Documents
Legal Registration Procedure e Identity Data e Legal Obligation

e Address/Contact Data

e Profile Data

e Employment Data

e Financial/Investment

Data

e Supporting Documents
Meeting Organization e [dentity Data e Legal Obligation

e Employment Data e (Contract
Application for/Renewal of e |dentity Data e Legal Obligation
Business License e Employment Data

e Supporting Documents
Legal Compliance Check of e |dentity Data e Legal Obligation
Customer Data e Profile Data e Contract

e Employment Data
|

PERSONNEL'S PRIVACY POLICY 8
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Group of Activities Group of Plls Legal Bases

e Financial/Investment
Data

e Transaction Data

Document Verification e |dentity Data e Contract

o Employment Data
e Transaction Data

Data Center Oversight e Identity Data e Legal Obligation
e |egitimate Interest
Appointment of Representative e |dentity Data e Legal Obligation
e Supporting Documents e (Contract

We will process your personal data according to the stated purposes and scope. However,

if there came upon a case where your personal data need to be processed for other purposes unrelated
to the original purposes, and such processing cannot be based on other processing grounds, we will notify
you or request your consent for the processing of personal data according to that new purpose.

5. Usage of Personal Data with Third-Party Organizations

Yuanta may be required to disclose or transfer Personnel’s personal data to third-party

organizations in order for such organizations to process personal data in accordance with agreements
with Yuanta or legal obligations. These organizations may include;

affiliates including, but not limited to, Yuanta Securities Asia Financial Service Private Limited and
Yuanta Securities Taipei;

clients including, but not limited to, issuer companies;

regulators including, but not limited to, the Bank of Thailand, the Anti-Money Laundering Office,
the Office of the National Anti-Corruption Commission (ONACC), the Securities and Exchange
Commission (SEC) and the Securities Exchange of Thailand (SET);

government agencies including, but not limited to, the Revenue Department, the Department of
Skill Development, the Social Security Office, the Student Loan Fund, the Department of Special
Investigation, the Legal Execution Department, the Royal Thai Police, the Land Office and the
Department of Business Development;

associations including, but not limited to, the Thai Bond Market Association (ThaiBMA) and the
Association of Investment Management Companies (AIMC);

business partners including, but not limited to, asset management companies and co-underwriter
companies;

banks including, but not limited to, the Government Housing Bank;

external auditors including, but not limited to, PricewaterhouseCoopers ABAS Company Limited;
advisory and fund management service providers including, but not limited to, Krungsri Asset
Management Company Limited, We Asset Management Company Limited and P C L Holding
Company Limited;

other service providers including, but not limited to, hospitals, insurance companies, accounting
standards assessment service providers, Papermate (Thailand) Company Limited, ACIS
Professional Center Company Limited and delivery service companies;

PERSONNEL'S PRIVACY POLICY 9
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e interns’ universities;
e private companies that request to check internship record; and
e the court.

For the cases where personal data is being disclosed or transferred to third-party organizations,
we will ensure that the minimum amount of personal data is being disclosed or transferred, and may
consider anonymization and pseudonymization techniques for greater security. Furthermore, the third-
party organizations who will process personal data for us will be required to provide appropriate privacy
policy. We do not permit these third-party organizations to use your personal data in a way that diverge
from the agreed scope and purposes.

6. Transferring of Personal Data to Foreign Countries
According to the scope and purposes specified herein this Privacy Policy, Yuanta may be required
to pass on personal data to foreign countries, including;
e Taiwan; and
e Singapore.

In this regard, Yuanta will transfer or disclose Personnel’s personal data only when any of these
requirements has been met. The requirements include;

e thereceiving foreign country has adequate personal data protection standards as certified by the
Personal Data Protection Committee;

e the receiving organization has in place a comprehensive privacy policy which has been certified
by the Personal Data Protection Committee;

e the receiving organization is obligated to follow a substantial privacy policy with sufficient
remedial measures in accordance with the procedures identified by the Personal Data Protection
Committee including, but not limited to, standard contractual clauses and codes of conduct;

e apre-requisite to the exercise of legal rights;

e consent has been obtained from the Personnel who is well-aware of the inadequate personal data
protection standards of the receiving countries or international organizations;

e a requirement for the execution of an agreement to which the Personnel is a party of, or the
fulfillment of a request Personnel made prior to entering into the agreement;

e a necessary task to carry out under a contractual obligation between Yuanta and other persons
or entities for the benefit of the Personnel;

e to ensure the safety or prevent further harm to an individual’s life, body, or health when such
individual is unable to give consent at that time; and

e anecessary task for substantial public interest.

7. Security Measures for Personal Data Protection
We have implemented certain security measures to ensure the security of your personal data.
In addition, third-party organizations are required to carry out the processing of personal data in
accordance with our security policy as follows:
1. Yuanta has established and communicated a Personal Data Protection Policy throughout the
organization to ensure secure collection, use, and disclosure of personal data, while
maintaining confidentiality, integrity, and availability of such data.

PERSONNEL'S PRIVACY POLICY 10
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2. Yuanta applies appropriate organizational and technical security measures, and necessary

physical measures, taking into account the level of risk based on the nature and purpose of
the data collection, use, and disclosure, as well as the likelihood and impact of any personal
data breach.

Yuanta regularly reviews and updates its security measures as necessary or when relevant
technologies evolve, to ensure that the measures remain effective and appropriate, and in
line with minimum legal requirements as set by relevant authorities.

8. Time Period of Personal Data Storage

We will store your personal data throughout appropriate period according to Yuanta’s scope and
purposes, including other important matters such as legal requirements, accounting and auditing
purposes in accordance with our established policies.

9. Personnel’s Personal Data Rights
Your personal data rights include:

right to revoke consent —for the case where we have obtained your consent in order to process
your personal data;
right of access — you have the right to request a copy of all your personal data and assess if
Yuanta is processing your personal data in accordance with relevant laws;
right to data portability — for the case where Yuanta has in place an automated platform
allowing you to access your personal data automatically:
o you have the right to ask for your personal data to be transferred automatically
to other organizations, and
o you have the right to request for your personal data in such a format that has
been transferred from Yuanta to other organizations, except for the case where
there is a technological limitation;
right to object — you have the right to object to any data processing activity of your personal
data which has been relied on certain legal bases and/or processing purposes, including:
o public task or legitimate interest
o scientific, historical or statistical research, unless necessary for public interest
tasks, and
o direct marketing purposes;
right to erasure — you have the right to request for data deletion or anonymization,
in accordance with the following cases:
o where processing required terms become expired
o where your personal data is processed unlawfully
o where you withdraw your consent and we have no other legal basis to continue
processing, and
o where there is objection raised against data processing activity;
right to restrict processing — you have the right to restrict any data processing activity in
accordance with the following cases:
o during pending examination process
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o for cases related to personal data which shall initially be deleted and/or
destroyed, but was followed by an additional request of processing restriction
instead

o for cases where the data processing terms have passed, but you have requested
for processing restriction for the establishment, exercise or defense of legal
claims, and

o during the process of data processing objection verification; and

e right to rectification — you have the right to edit your personal data to be correct and
concurrent to the present.

In some circumstances where we may not be able to carry out and support exercise of your rights,
including, but not limited to, the cases where a legal process is taking place,

Furthermore, you will continue to have the right to retract your consent at any time by contacting
the relevant department. We will therefore be required to terminate all processes as soon as possible.
However, the retraction only applies to the data processing carried out thereafter. Any data processing
activity carried out before the retraction will not be reversed.

Please be informed that Yuanta does record all requests to ensure all issues are resolved. For any
queries regarding your personal data protection and rights, you may refer to the PDPA Handbook for
Citizens, published by the Office of the Personal Data Protection Commission (PDPC), available at diia
PDPA swsiiilszmzin.

In the case where you wish to exercise your aforementioned rights, or to file complaint against
your personal data processing, please contact our Data Protection Officer using the contact details
provided above. We will promptly address your request in accordance with legal requirements. However,
in cases where we refuse to comply with your request, you have the right to file a complaint regarding
personal data protection under the law with the Personal Data Protection Committee Office via
complaint.pdpc.or.th, using the complaint form established by the Personal Data Protection Committee.

10. Policy Revision

This Privacy Policy applies to all Yuanta’s Personnel. Yuanta holds the rights to review and edit
this Privacy Policy as we see appropriate. Any revision made will be notified to all related parties under
this Privacy Policy.
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